New York State Sepsis Care Improvement Initiative Reports —
Tableau Multi-factor Authentication User Guide

This document provides step-by-step instructions for setting up multi-factor authentication
(MFA) for access to the IPRO MFA-enabled Tableau Webserver and changing or resetting
your Microsoft account password.

Please note: The screenshots in this guide were captured using a specific device and
version of the Microsoft Authenticator app. Microsoft periodically updates the app, and the
interface may differ slightly between iPhone and Android devices or across app versions.
These differences should not affect the overall setup process. If you have questions or
experience issues at any point in this process, please contact the Helpdesk for assistance.
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Key Definitions

¢ |PRO MFA-enabled Tableau Webserver — The website where IPRO hosts Tableau
reports for users to access the Adult and Pediatric Quarterly and Data Quality
Reports. The link to the IPRO MFA-enabled Tableau Webserver is http://ny-
tableau.ipro.org.

e Authorized Users — Users who have been invited to access the IPRO MFA-enabled
Tableau Webserver. Authorized users are managed by IPRO. Currently, only active


https://ny.sepsis.ipro.org/support
http://ny-tableau.ipro.org/
http://ny-tableau.ipro.org/

Primary Users designated for each facility on the Sepsis Portal are able to be

granted authorization. If you have any questions, please submit a Helpdesk ticket.
e Microsoft Account — A personal login (email and password) that unifies access to

Microsoft’s products and services. In this context, your institutional email address

should be used to login to your Microsoft Account.

Setting Up MFA for IPRO MFA-enabled Tableau Webserver

To log into the IPRO MFA-enabled Tableau Webserver, all users must verify their identity
using multi-factor authentication (MFA).

The default method of identity verification via MFA involves using the Microsoft
Authenticator app. If users are unable to download the Microsoft Authenticator app, SMS
(text message) identity verification is available upon request.

Step 1: Accept Your Tableau Invitation

Authorized users will receive an email from “IPRO Sepsis <sepsis@ipro.org>”

1. Open the emailand click ‘Click here’ to begin the onboarding process.
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Hello,

You are receiving this message because you have been identified as your facility’s Primary User on the Sepsis Portal. You have been invited to
access the enhanced Quarterly and Data Quality reports for the Sepsis Care Improvement Initiative on IPRO’s new multi-factor authentication
(MFA)-enabled Tableau Webserver.

To access the reports, you will first have to set up multi-factor authentication. Please ensure to use the email address to which this invitation
has been sent during the onboarding process. If your email address is already associated with a Microsoft 365 account, you will be immediately
prompted to begin setting up multi-factor authentication (MFA) to gain access to the MFA-enabled Tableau Webserver. If your email address
is not yet associated with a Microsoft 365 account, you will be able to create an account on the sign-in page before setting up MFA.

Please click the link below to be directed to the Microsoft website to initiate the onboarding process. Detailed instructions regarding account
setup can be found in the ‘Tableau Multi-factor Authentication (MFA) Guide”.

After your account invitation has been accepted, you will be able to access the MFA-enabled Tableau Webserver by logging in at the following
link: http://ny-tableau.ipro.org

If you experience any difficulties during the onboarding process, please submit a Helpdesk ticket for assistance. Please click the link below,
use the email address to which this message has been sent, and select ‘Tableau Reports’ as the subject.

https://ny.sepsis.ipro.org/support

Thank you,
The New York State Department of Health Sepsis Care Improvement Initiative Team



https://ny.sepsis.ipro.org/support

Step 2: Login to or Create Microsoft Account

After clicking to begin the onboarding process in Step 1, verify whether your institutional
email is already linked to a Microsoft account:

1. Onthe Microsoft login page, enter your institutional email address.

B® Microsoft
Sign in

iprotester@yahoo.com

No account? Create one!

Can't access your account?

Back Next

2. If prompted to enter your password or are able to proceed automatically (e.g., if you
are already logged in), you have a Microsoft account and can skip to ‘Step 3: Grant
Permissions and Setup MFA'.

3. If prompted that a Microsoft account could not be found using your email address,
select ‘Create an account’ and follow the instructions using your institutional email
address. You may be asked to enter a verification code sent to your email.

B Microsoft
Sign in

Use your Microsoft account.

iprotester@yahoo.com

@ We couldn't find a Microsoft account. Try entering your details

or create an account

Forgot your username?

New to Microsoft? Create an account h


https://login.microsoftonline.com/common/oauth2/v2.0/authorize?scope=service%3A%3Aaccount.microsoft.com%3A%3AMBI_SSL%20openid%20profile%20offline_access&response_type=code&client_id=81feaced-5ddd-41e7-8bef-3e20a2689bb7&redirect_uri=https%3A%2F%2Faccount.microsoft.com%2Fauth%2Fcomplete-signin-oauth&client-request-id=274a7f02-032d-4f45-9efe-95c2fad68da4&x-client-SKU=MSAL.Desktop&x-client-Ver=4.66.1.0&x-client-OS=Windows%20Server%202019%20Datacenter&prompt=login&client_info=1&state=H4sIAAAAAAAEAAXBy5ZDMAAA0H-ZrUXrMVVLRUMYQVDs4hEdVZ145ISvn3u_OCtWWG0GyDnKifY9Seig0acPsiejbvLsdKzScAkpbgIHMfV7U9uOu35nti2cZFtXBdw44YW1iwIzpa7xSh9pRNxKKSGxPxidLKZUN1gf1u4_1t_9ahnIv6DDnt7ICwwvxFn9F2hQcuz9xdtfUIiyZ3MEmGKUQ8yH7Lp4Vjnv9GPqG-Ziy-A7hLlM8hEhsSvUzYIkEN7zPHWP1PbKODkb1ZpQJXabpdmDJqsacNbJrY9y_NdIiTk2vtMFczSFo55G8t2X8qEwq3ckgQwWDj5e5ZQWLD_RBI5Gvrwex90AAMadcMH9pGzJfX6qxjAKZCqDHPefi4S37dbrWEvjtNG197pwGuiyNjvLdXdIm7YTwUC_SKL6uRAitNpkqP_6By_gfkqCAQAA&msaoauth2=true&instance_aware=true&lc=1033&ru=https%3A%2F%2Faccount.microsoft.com%2Faccount&sso_reload=true

4. Click‘Next’ to begin creating a Microsoft account.

B® Microsoft

iprotester@yahoo.com

Create your Microsoft account

-

D

Looks like you don't have an account with us. We'll create
one for you using iprotester@yahoo.com.

I

Sign in with a different Microsoft account

5. Microsoft will verify the email address by sending an email to the address with a
security code. Check your email to receive the security code.

o

www.microsoft.com

Verify your email address
“ Microsoft account team @ www.microsoft.com > /1 Isn, 25 Ogo pada 11:15 PG
‘ Daripada: account-security-noreply@accountprotection.microsoft.com

Kepada: iprotester@yahoo.com

Microsoft account
Verify your email address

To finish setting up your Microsoft account, we just need to make sure this email address is yours.

To verify your email address use this security codg091437 h

If you didn't request this code, you can safely ignore this email. Someone else might have typed your email address by
mistake.

Thanks,
The Microsoft account team

Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052



6. Enterthe security code sent to your email address in the window below.

s aT Microsoft

iprotester@yahoo.com

Verify your email

Enter the code we sent to your email address.

Resend code

7. Provide additional account information as requested and click ‘Next’.

&« B Microsoft

iprotester@yahoo.com

Add some details

Add your country/region and birthdate to help us apply
age-appropriate settings to your Microsoft account.

Country/Region

United States v

Month Day Yaar

January 1 v 2000

If a child is using this device, create a child account by entering your
child’s date of birth.

A child account enables you to enforce parental controls and
impose usage |imits for this device for reasons of privacy and safety.
You can manage these settings at microsoft.com/family



8. Complete the challenge to prove you are human.

“ B Microsoft

iprotester@yahoo.com

Let's prove you're human
o
&4

Press and hold the button.

—

a

7 N '
6 '\ Press and hold o

v

9. Confirm that your security info is accurate. If it is accurate, click ‘Looks good!’

BY Microsoft

iprotester@yahoo.com

Is your security info still
accurate?

We just want to make sure this security info is up-to-
date, so we can use it to verify your identity or alert
you if there's ever a problem with your account.

» iprotester@yahoo.com

| don’t have any of these

Update now [P h



10. When prompted to create a passkey, click ‘Skip for now’

BY Microsoft

iprotester@yahoo.com

Sign in faster with your face,
fingerprint, or PIN

(L=
B gt

Create a passkey to sign in to your Microsoft account. No
passwords, apps. or codes needed.

Skip for now h

11. Upon successfully creating your account, the Microsoft website will guide you
through the process of setting up MFA.



Step 3: Grant Permissions and Setup MFA

After completing Step 2, the Microsoft website will prompt you to grant account
permissions and begin the process for setting up MFA.

1. Follow the prompts on the Microsoft website to proceed with the onboarding
process.

a. Click ‘Accept’ to grant account permissions to IPRO. This allows IPRO to
connect your Microsoft account to IPRO’s MFA Tableau Webserver.

B® Microsoft
iprotester@yahoo.com

Permissions requested by:
IPRO
iprohealthext.onmicrosoft.com
By accepting, you allow this organization to:
Receve your profile data
Collect and log your activity
Use your profile data and activity data
You should only accept if you tru: IPRO has not provided

links to their terms for you to . You can update these
permissions at hitps://myaccount microsoft.com/organcations.

This resource is not shared by Microsoft.

= h

b. Begin the process for setting up multifactor authentication by clicking ‘Next’

S Microsoft

iprotester@yahoo.com

More information required

Your organization needs more information to keep
your account secure. Before making changes to your
security info you must complete multifactor
authentication.

Use a different account

Learn more

Next h



2. Download the Microsoft Authenticator app. The app is available on Google Play
(Android) and the App Store (iPhone).

Keep your account secure

Microsoft Authenticator

9 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next".

N | ¢uum

| want to use a different authenticator app

3. Follow the instructions as prompted by the Microsoft website to begin setting up
MFA. Please note: The Microsoft Authenticator app experience may vary slightly
depending on your device (iPhone or Android), operating system version, and
updates released by Microsoft. While the appearance of some screens may differ
from the screenshots shown in this guide, the steps and options described remain
the same. Follow the on-screen prompts to complete the setup process.

o Click ‘Next’ on the Microsoft website in your web browser.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.



https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en_US&pli=1
https://apps.apple.com/us/app/microsoft-authenticator/id983156458

o Open the app onyour device, and select ‘Add work or school account’

=
4,

Secure your digital life

Sign in with Microsoft

When you are signed In with Microsoft, all stored passwords,
addresses, and other autofill Info will be avallable on this
device
E] Add work or school account h
gg Scan a QR code

Restore from backup

o After selecting ‘Add work or school account, your device will prompt you to
either‘Signin’or ‘Scan a QR code.’ Select ‘Scan a QR code.’

Add work or school account

82  ScanaQRcode

[  Signin

CANCEL

10



4. Use your device to take a picture of the QR code displayed in your web browser to
connect the Microsoft Authenticator app with your Microsoft account. Click ‘Next’
once you have scanned the QR code.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code. choose "Next™.

Can't scan image?

Back |m h

5. Confirm the connection between your Microsoft account and the Microsoft
Authenticator app.
o The Microsoft website in your web browser should display a 2-digit number

Microsoft Authenticator

Let's try it out

v

P pprove the notification we're sending to your app by entering the number shown below

_

Back

11



6.

IPRO

o The Microsoft Authenticator app should prompt you to enter the number
displayed on the Microsoft website. Enter the 2-digit number displayed on
the Microsoft website into the Microsoft Authenticator app.

Enter the number shown Lo sign in

If you successfully activated your account using Microsoft Authenticator, the

Microsoft website in your web browser should let you know that your setup was
successful.
o Click ‘Next’

Microsoft Authenticator

Notification approved

v

= | TN

o Click ‘Done’ to complete the setup process

I(eep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done™ to continue signing in

Default sign-in method:

@ Microsoft Authenticator

—}m

12



Step 4: Access the IPRO MFA-enabled Tableau Webserver

1. After completing the MFA setup process, users will be directed to the Microsoft

Apps Dashboard.
o Click‘Tableau Server’to be directed to the IPRO MFA-enabled Tableau

Webserver
itf My Apps £ Search apps

AppS dashboard fH Addapps @ Create collection * Customize view

Apps

< Apps 23 Settings

A

¥
' Tableau Server

2. Before accessing the IPRO MFA-enabled Tableau Webserver, all users must accept

the IPRO Terms of Use.
o Expand and read the ‘IPRO Attestation for ny-tableau.ipro.org, then click
‘Accept.’ Please note that you must expand the Terms of Use before

clicking ‘Accept.’

IPRO terms of use

n order to acc urce(s), you must read the terms of use.
[® IPRO Attestation for ny-tableau.ipro.org D -

3. The website will redirect you to the IPRO MFA-enabled Tableau Webserver.

13



Change or Reset Your Microsoft Account Password

Change Password
To change your password:

1. Log into the Microsoft Accounts Portal

2. Click ‘Security’ in the left-hand sidebar

3. Select ‘Change Password,” and input your new password

) npew
: Last update: 4/4/2025

Detailed instructions are available on the Microsoft website here.

14


https://account.microsoft.com/account
https://support.microsoft.com/en-us/account-billing/change-your-microsoft-account-password-fdde885b-86da-2965-69fd-4871309ef1f1

Reset Password
If you forget your Microsoft account password and need to reset it:

1. Inany web browser, go to the Reset password page.

2. Enter your email address into the ‘Recover your account’ prompt and click ‘Next.’

B8 Microsoft

Recover your account

We can help you reset your password and security
info. First, enter your Microsoft account and follow
the instructions below.

Email, phone, or Skype name

Cancel Next h

3. Follow the instructions as prompted by the website to reset your password.

15


https://account.live.com/ResetPassword.aspx

